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Introduction
At Sunnyside Spencer Academy, our mission is ‘For all our children to be kind, courageous
and curious citizens, helping them to SHINE for a bright and happy future in our diverse
world.’
We aim to achieve our mission by being inclusive, maintaining a safe and stimulating
learning environment, securing outstanding learning and teaching, delivering our Irresistible
Curriculum, following a values-based approach (SHINE), and working with parents, carers
and the wider community.
We believe at the Academy that E-Safety both supports and strengthens what we aim to do
in every aspect of Academy life. Our commitment to the welfare of our children and the
upholding of our Safeguarding policy must be reflected through our implementation of the ESafety policy.
Policy Scope
This policy applies to all members of the Academy community (including staff, pupils,
volunteers, parents/carers, visitors, community users) who have access to and are users of
the Academy computing systems, both in and out of the Academy.
The Education and Inspections Act 2006 empowers the Principal to such extent as is
reasonable, to regulate the behaviour of pupils when they are off the Academy site and
empowers members of staff to impose disciplinary penalties for inappropriate behaviour.
This is pertinent to incidents of cyber-bullying or other E-Safety incidents covered by this
policy, which may take place outside of the Academy, but are linked to membership of the
Academy.
The school e-Safety Policy will operate in conjunction with others including: policies for
Safeguarding, Behaviour, Anti-Bullying, Equality and Acceptable Use Agreements with staff,
pupils and parents. The e-Safety policy works in line with the GDPR data guidelines and
regulations.
The school acknowledges e-safety and e-security as important issues for our school
community and has made a considered attempt to embed e-Safety into our teaching and
learning using technology and have considered the wider implications of e-Safety beyond
classroom practice such as security and data.
Policy Development
This E-Safety policy has been developed by the E-Safety Coordinator and Computing
Curriculum Leader, in consultation with the Principal and the Governors.
The Principal
Computing Curriculum Lead
E-Safety Lead
Safeguarding Lead
Safeguarding Governor

Mrs Laurie Baczynski
Miss Verity Lee
Miss Verity Lee
Emily Hall
Dianne Raynor

Policy Aims
The aim of this policy is to ensure that we safeguard our children against potential incidents
of bullying, grooming, radicalisation or abuse through their use of technology. We aim to
educate our children to use technology responsibly and safely, preventing them from either
becoming victims of perpetrators of online abuse, whilst also treating equipment with respect
and care. Through this policy, we aim to ensure that all members of the Academy community
recognise and fulfil their shared commitment to ESafety.
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Equal Opportunities
Sunnyside Spencer Academy is committed to equality of opportunity, and to promoting an
ethos of dignity, courtesy and respect throughout the organisation. For further information,
please refer to the Equality and Diversity policy.
Every effort will be made to ensure that a fair and consistent practice, as detailed in this
policy and procedure, is carried out.
Quality Assurance
The quality of E-Safety delivery at Sunnyside Spencer Academy will be assured by:
 Ensuring this policy is disseminated and adhered to.
 Monitoring the impact of the policy

Addressing any underperformance in a timely manner, whether it has come to light
through the monitoring procedures outlined in this policy or as a result of other
Academy quality assurance mechanisms.
Roles and Responsibilities
The delivery of the E-Safety policy is a collective responsibility. The following section
outlines the roles and responsibilities of individuals and groups within the Academy in
relation to E-Safety.
The Principal and Senior Leaders







The Principal and (at least) another member of the Senior Leadership Team should
be informed immediately in the event of an online safety allegation being made
against a member of staff and follow the procedure as set out in Appendix 2.
The Principal has a duty of care for ensuring the safety (including online safety) of
members of the Academy community, though the day to day responsibility for online
safety will be delegated to the E-Safety Coordinator.
They will ensure that they keep up to date with statutory requirements and
recommendations in relation to E-Safety.
The Principal has overall responsibility for the data and data security (SIRO)
They will support and hold to account the E-Safety Coordinator in carrying out the
responsibilities. They will report on the quality of E-Safety provision to the Governing
Body in the Principal’s report.
They will strive to provide suitable resources and training to support the aims of this
policy.

The E-Safety Coordinator
The E-Safety Coordinator will promote an awareness and commitment to esafeguarding
throughout the Academy community.




They will take day-to-day responsibility for online safety issues and have a leading
role in establishing and reviewing the Academy’s E-Safety policy.
They will ensure that E-Safety is embedded across the curriculum.
The E-Safety Coordinator will ensure that all staff are aware of the procedures that
need to be followed in the event of an online safety incident taking place (see
Appendix 2).
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They will receive reports of online safety incidents via CPOMS and use the incident
reports to inform future online safety developments.
They will communicate termly with the E-Safety Governor to discuss current issues
and to review incident logs.
They will report half-termly to the Senior Leadership Team.
They will regularly research updates in E-Safety issues and legislation and know the
potential for serious child protection issues that may arise from online misuse,
including radicalisation.

The Computing Curriculum Leader
The Computing Curriculum Leader will oversee the delivery of the E-Safety element of the
Computing curriculum.
All Staff
All staff are responsible for ensuring that they have read, understood, signed and help
promote the Staff, Governor and Volunteer Acceptable Use Agreement.
Teaching Staff
All teaching staff are responsible for ensuring that:

Oonline safety teaching is part of all computing lessons and is embedded in all
aspects of the curriculum and other activities.

Pupils understand and follow the E-Safety policy and all acceptable use policies.

They monitor the use of digital technologies, mobile devices, cameras etc. in the
Academy and implement current policies about these devices.

Responsibilities of pupils
 To read, understand and adhere to the school pupil Acceptable Use Policy (KS1 and
KS2 SMART rules)
 To know and understand school policies regarding cyber bullying
 To take responsibility for learning about the benefits and risks of using the internet
and other technologies safely both in school and at home
 To understand what action they should take if they feel worried, uncomfortable,
vulnerable or at risk while using technology in school and at home, or if they know of
someone who this is happening to – using the SMART rules
 To understand the importance of reporting abuse, misuse or access to inappropriate
materials and to be fully aware of the incident-reporting mechanisms that exists
within school
Responsibilities of parents and carers
 To help and support the school in promoting e e-Safety
 To read, understand and promote the school pupil Acceptable Use Policy with their
children
 To take responsibility for learning about the benefits and risks of using the internet
and other technologies that their children use in school and at home
 To discuss e-Safety concerns with their children, show an interest in how they are
using technology and encourage them to behave safely and responsibly when using
technology
 To model safe and responsible behaviours in their own use of technology
 To consult with the school if they have any concerns about their children’s use of
technology
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To agree to and sign the school’s permissions form which clearly sets out the use of
photographic and video images outside of school
Parents may take photographs at school events: however, they must ensure that any
images or videos taken involving children other than their own are for personal use
and will not be published on the internet including social networking sites. This
message is reinforced at the start of all public events.
Parents and carers are asked to read through and sign acceptable use agreements on
behalf of their children on admission to school
Parents and carers are required to give written instruction if they do NOT wish for
any images of their child to be used.

Community Users and Volunteers
 Community Users and volunteers who access Academy systems or the website as
part of the wider Academy provision will be expected to read, understand, sign and
help promote the Staff, Governor and Volunteer Acceptable Use Agreement.

Responsibilities of the Governing body
 To read, understand, contribute to and help promote the school’s e-safety policies
and guidance
 To develop an overview of the benefits and risks of the internet and common
technologies used by pupils
 To develop an overview of how the school ICT infrastructure provides safe access to
the internet
 To develop an overview of how the school encourages pupils to adopt safe and
responsible behaviours in their use of technology in and out of school
 To support the work of the school in promoting and ensuring safe and responsible
use of technology in and out of school
 To ensure appropriate funding and resources are available for the school to
implement its e-safety strategy
Responsibilities of the Child Protection Designated Person
 To understand the issues surrounding the sharing of personal or sensitive
information
 To understand the dangers regarding access to inappropriate online contact with
adults and strangers
 To be aware of potential or actual incidents involving grooming of young children
 To be aware of and understand cyber bullying and the use of social media for this
purpose
Responsibilities of ICT technician/technical staff (AIT)
 To read, understand, contribute to and help promote the school’s e-Safety
policies and guidance and follow Appendix 2
 To read, understand and adhere to the school staff Acceptable Use Policy
 To report any e-Safety related issues that come to your attention to the e-Safety
Leader.
 To develop and maintain an awareness of current e-Safety issues, legislation and
guidance relevant to their work

E-Safety Policy/Issue 6 / November 2021

Page 5













To maintain a professional level of conduct in your personal use of technology at
all times
To support the school in providing a safe technical infrastructure to support
learning and teaching
To ensure that access to the school network is only through an authorised,
restricted mechanism
To ensure that provision exists for misuse detection and malicious attack
To take responsibility for the security of the school ICT system
To document all technical procedures and review them for accuracy at
appropriate intervals
To restrict all administrator level accounts appropriately
To ensure that access controls exist to protect personal and sensitive information
held on school-owned devices
To ensure that appropriate physical access controls exist to control access to
information systems and telecommunications equipment situated within school
To ensure that appropriate backup procedures exist so that critical information
and systems can be recovered in the event of a disaster
To ensure that controls and procedures exist so that access to school-owned
software assets is restricted

Using images, video and sound
 Written permission from parents or carers will be obtained for the following locations
before photographs of pupils are published. This will be done via the permissions
form included in the welcome pack for new starters.
1 On the school website
2 In the school prospectus and other printed promotional material, e.g. newsletters
3 In display material that may be used around the school
4 In display material that may be used off site
5 Recorded or transmitted on a video or via webcam in an educational conference
 Parents and carers may withdraw permission, in writing, at any time.
 We will remind pupils of safe and responsible behaviours when creating, using and
storing digital images, video and sound.
 We will remind pupils of the risks of inappropriate use of digital images, video and
sound in their online activities both at school and at home.
 Pupils and staff will only use school equipment to create digital images, video and
sound. Digital images, video and sound will not be taken without the permission of
participants; images and video will be of appropriate activities and participants will be
in appropriate dress; full names of participants will not be used either within the
resource itself, within the file name or in accompanying text online; such resources
will not be published online without the permission of the staff and pupils involved.
 If pupils are involved, relevant parental permission will also be sought before
resources are published online.
 When searching for images, video or sound clips, pupils will be taught about
copyright and acknowledging ownership.
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E-mail
 E-mail for staff is provided via Webmail at Spencer Academies Trust. Staff have email addresses which take the form of
initialsurname@sunnysidespenceracademy.co.uk.
Planning
E-Safety must be planned into every Computing lesson using resources from The National
Online Safety.
E-Safety coverage will ensure that the expectations outlined in the Academy’s objectives for
Computing are met by each year group.
Teaching and Learning
We believe that the key to developing safe and responsible behaviours online, not only for
pupils but everyone within our school community, lies in effective education. We know that
the internet and other technologies are embedded in our pupils’ lives, not just in school but
outside as well, and we believe we have a duty to help prepare our pupils to safely benefit
from the opportunities the internet brings.


We will provide a series of specific e-Safety-related lessons in specific year groups
as part of the ICT curriculum / PSHE curriculum (SCARF).



We will celebrate and promote e-Safety through whole-school activities, including
promoting Safer Internet Day.



Any internet use will be carefully planned to ensure that it is age appropriate and
supports the learning objectives for specific curriculum areas.



Pupils will be taught how to use a range of age-appropriate online tools in a safe and
effective way.



We will remind pupils about their responsibilities through an Acceptable Use Policy
which every pupil will sign.



Staff will model safe and responsible behaviour in their own use of technology during
lessons.



We will teach pupils how to search for information and to evaluate the content of
websites for accuracy when using them in any curriculum area.



When searching the internet for information, pupils will be guided to use ageappropriate search engines. All use will be monitored and pupils will be reminded of
what to do if they come across unsuitable content.



All pupils will be taught in an age-appropriate way about copyright in relation to online
resources and will be taught to understand about ownership and the importance of
respecting and acknowledging copyright of materials found on the internet.



Pupils will be taught about the impact of cyber bullying and know how to seek help if
they are affected by any form of online bullying.



Pupils will be made aware of where to seek advice or help if they experience
problems when using the internet and related technologies; i.e. parent or carer,
teacher or trusted staff member, or an organisation such as Childline or the CEOP
report abuse icon.
A team of Digital Eagles will be trained to provide support to their peers, teachers
and community.



Why the Internet and digital communications are important?
The Internet is an essential element in 21st century life for education, business and social
interaction. The school has a duty to provide pupils with quality Internet access as part of
their learning experience.
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Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.
Internet use will enhance learning
The school Internet access will be designed expressly for pupil use and will include filtering
appropriate to the age of pupils.
Pupils will be taught what Internet use is acceptable and what is not and given clear
objectives for Internet use. Rules for acceptable use are displayed in all areas where the
internet is available.
Pupils will be educated in the effective use of the Internet in research, including the skills of
knowledge location, retrieval and evaluation.
Pupils will be shown how to publish and present information to a wider audience.
Pupils will be taught how to evaluate Internet content
The school will ensure that the use of Internet derived materials by staff and pupils complies
with copyright law.
Pupils will be taught the importance of cross-checking information before accepting its
accuracy.
Pupils will be taught how to report unpleasant Internet content e.g. using the Child
Exploitation and Online Protection (CEOP) Report Abuse icon or Hector Protector.
Assessment, Recording and Reporting
Staff are responsible for being familiar with the reporting flowchart (see Appendix 2). All
incidents should be recorded using CPOMS and the correct people notified through CPOMS.
As soon as an incident is recorded on CPOMS, the E-Safety Coordinator should also be
made aware, face to face, as a matter of urgency. For cases of Cyber-bullying, please refer
to the Anti-Bullying Policy.
Remote Learning
This policy will also be adhered to in the event of future remote education. We acknowledge
that pupils will have to use their own device, or one provided by the academy at home and
that some apps may have to be downloaded in order to learn remotely. These apps will be
authorised for download by the E-Safety Coordinator. Appendix 9 will support this policy in
the event of remote learning.
Managing Internet Access
Maintaining information system security
Local Area Network (LAN) security issues include:
 Users must act reasonably – e.g. the downloading of large files during the working
day will affect the service that others receive.
 Users must take responsibility for their network use. Misuse of the network will result
in disciplinary actions being taken.
 Workstations are secured against user mistakes and deliberate actions.
 The Server is located securely and physical access restricted.
 The server operating system is secured and kept up to date.
 Virus protection for the whole network is installed and current, using Sophos antivirus protection and automatic updates
 Wireless access to the school network is protected by a network key.

Wide Area Network (WAN) security issues include:
 All Internet connections are connected via the Websense enabled proxy service to
ensure adequate filtering and security protection are in place.
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Firewalls and switches are configured to prevent unauthorised access between
schools.
The security of the school information systems will be reviewed regularly.
Personal data sent over the Internet will be encrypted or otherwise secured.
Personal data must not be transported on Portable media.
Portable media (memory sticks) may not be used by pupils or staff. The only
exception to this is during the writing of reports. These memory sticks are provided
by the school and are then handed in to the head teacher to be securely stored.
Unapproved system utilities and executable files will not be allowed in pupils’ work
areas or attached to e-mail.
Files held on the school’s network will be regularly checked.

The IT service (AIT) will review system capacity regularly.
Social networking and personal publishing
We are aware that bullying can take place through social networking.
 The school will block/filter access to social networking sites.
 Pupils will be advised never to give out personal details of any kind which may
identify them and / or their location. Examples would include real name, address,
mobile or landline phone numbers, school attended, Instant Messenger and e-mail
addresses, full names of friends, specific interests and clubs etc.
 Pupils and parents will be advised that the use of social network spaces outside
school brings a range of dangers for primary aged pupils.
 Pupils will be advised to use nicknames and avatars when using social networking
sites. Pupils should be advised not to place personal photos on any social network
space. They should consider how public the information is and consider using private
areas. Advice will be given regarding background detail in a photograph which could
identify the student or his/her location eg. house number, street name or school.
 Blogs or wikis used for educational purposes will be accessible on a case by case
basis.
 Teachers will be advised not to run social network spaces for student use on a
personal basis. This will include sending of personal e-mails and Instant Messaging.
Staff should not allow “friend” access to their personal social networking spaces to
pupils, former pupils or minors. They should ensure that communications with minors
comply with their professional role. Abuse of this may result in disciplinary action
being taken.
 Pupils will be advised on security and encouraged to set passwords, deny access to
unknown individuals and instructed how to block unwanted communications. Pupils
will be encouraged to invite known friends only and deny access to others.
 Pupils will be advised not to publish specific and detailed private thoughts.
Managing filtering
 Internet filtering is delivered through the local proxy using Websense. This delivers
blocking strategies to prevent access to sites based on category assessment.
Maintenance of the exceptions will be carried out by the ICT technician from AITN (
Trust Provider)
 The Watchguard firewall system records the Internet sites visited by individual users
and is available to school if needed.
 The school will work with IT to ensure that systems to protect pupils are reviewed
and improved.
 If staff or pupils come across unsuitable on-line materials, the site must be reported
to the ICT Technicians at AITN (Trust provider)
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Senior staff in conjunction with the technician will ensure that regular checks are
made to ensure that the filtering methods selected are appropriate, effective and
reasonable.

Managing emerging technologies
Emerging technologies will be examined for educational benefit and a risk assessment will
be carried out before use in school is allowed.
Staff must only use a school iPad to take photos of children. Staff will not take photographs
of pupils or ex-pupils on their mobile phone or personal digital camera and must not
download photos of the pupils onto their own PC or laptop. Student teachers, those on work
experience and volunteers should never take images of children without the prior knowledge
and consent of the class teacher. Where photographs are transferred on to either their own
laptop or memory sticks, these should be password protected. Any images taken must be
shared with appropriate personnel before leaving the premises and the purpose of taking
them discussed.
Protecting personal data
Personal data will be recorded, processed, transferred and made available according to the
Data Protection Act 1998. Please refer to the schools Data Protection policy for details.

E-Safety Policy/Issue 6 / November 2021

Page 10

POLICY DECISIONS
Authorising Internet access
All staff must read and sign the Staff Code of Conduct for ICT before using any school ICT
resource. All pupils must read and sign the Pupil ICT Agreement on an annual basis. The
school will maintain a current record of all staff and pupils who are granted access to school
ICT systems.
Within the Early Years Foundation Stage and Key Stage 1, access to the Internet will be by
adult demonstration with directly supervised access to specific, approved on-line materials.
Parents will be asked to give consent as part of the home school agreement.
Any person not directly employed by the school will be asked to sign an acceptable use of
school ICT resources before being allowed to access the internet from the school site.
Assessing risks
The school will take all reasonable precautions to prevent access to inappropriate material.
However, due to the international scale and linked nature of Internet content, it is not
possible to guarantee that unsuitable material will never appear on a computer connected to
the school network. Neither the school nor IT can accept liability for any material accessed,
or any consequences of Internet access. The school will audit ICT use regularly to ensure
the e-safety policy is adequate and that the implementation of the e-safety policy is
appropriate and effective.
Handling e-safety complaints
Complaints of Internet misuse will be dealt with by a senior member of staff. Any complaint
about staff misuse must be referred to the head teacher.
Complaints of a child protection nature must be dealt with in accordance with school
Safeguarding procedures.
Pupils and parents will be informed of the complaints procedure (see schools complaints
policy).
Pupils and parents will be informed of consequences for pupils misusing the Internet.
Discussions will be held with the LADO (Local Area Designated Officer) when handling
potentially illegal issues.
Introducing the e-safety policy to pupils
E-Safety rules will be posted in all rooms where computers are used and discussed with
pupils regularly. Pupils will be informed that network and internet use will be monitored and
appropriately followed up. A programme of training in e-Safety will be developed for each
year group based on the materials from CEOP, Childnet and the BBC (see Appendix 1).
E-Safety training will be embedded within class SMSC circle times and Computing
curriculum and reinforced regularly when children have access to the Internet in school.
Staff and the e-Safety policy
All staff will be given the School e-Safety Policy as part of their induction and will be asked to
sign a staff user agreement.
Staff will be informed that network and Internet traffic can be monitored by the ICT
technicians and can be traced to the individual user. Staff will be made aware that any
concerns regarding network and internet traffic will be reported straight to the head teacher.
Staff will always use a child friendly safe search engine when accessing the web with pupils.
Enlisting parents’ and carers’ support
Parents and carers’ attention will be drawn to the School e-Safety Policy in newsletters and
on the website.
The school will maintain a list of e-safety resources for parents/carers.
The school will ask all new parents to sign the consent form as part of the admissions
interview when they register their child with the school.
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Internet issues will be handled sensitively, and parents will be advised accordingly.
A partnership approach with parents is encouraged. This will include parent meetings with
demonstrations and suggestions for safe home Internet use. These will take place annually.
Advice on filtering systems and educational and leisure activities that include responsible
use of the Internet will be made available to parents via parents meetings.
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Appendix 1:

The Principal
Computing Curriculum
Lead
E-Safety Lead
Safeguarding Lead
Safeguarding Governor
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Miss Verity Lee
Emily Hall
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Appendix 3
E-Safety Curriculum

E-Safety Policy/Issue 6 / November 2021

Page 15

E-Safety Policy/Issue 6 / November 2021

Page 16

E-Safety Policy/Issue 6 / November 2021

Page 17

Appendix 4:
E-Safety Resources
Internet Legends
https://beinternetlegends.withgoogle.com/en_uk/interland
Gamebased internet safety website. Google's Be Internet Legends is an educational programme that
empowers younger children to be safe and confident explorers of the online world.
Kidsmart
http://www.kidsmart.org.uk/
Kidsmart is an award winning practical internet safety programme website for schools, young people,
parents, and agencies, produced by the children's internet charity Childnet International.
Hector’s World
http://www.thinkuknow.co.uk/5_7/hectorsworld/
An excellent website that outlines all the dangers to children online and how to tackle each one in
turn. Aimed at parents but equally relevant for teachers.
Child Exploitation and Online Protection Centre
http://ceop.police.uk/
The Child Exploitation and Online Protection (CEOP) Centre works across the UK and maximises
international links to deliver a holistic approach that combines police powers with the dedicated
expertise of business sectors, government, specialist charities
Get Safe Online
https://www.getsafeonline.org/
Get Safe Online will help you protect yourself against internet threats. The site is sponsored by
government and leading businesses working together to provide a free, public service.
Grid Club – Cyber Cafe
http://www.gridclub.com/v3/#/teacher
Pupils can visit different areas within the cyber café to find out top tips about how to stay safe when
sending emails, text messages, instant messages and contributing to online forums.
Netsmartzkids
http://www.netsmartzkids.org/LearnWithClicky
Pupils can watch animated videos in which Clicky the robot teaches them how to stay safe online.
Disney Safesurfing
http://www.disney.co.uk/DisneyOnline/Safesurfing/child-home.html
Disney Online’s Safe Surfing with Doug, featuring an animated Disney character, uses a variety of
fun, interactive tools to help children and young people learn e-safety messages.
Think U Know
https://www.thinkuknow.co.uk/
This website is created by the Child Exploitation and Online Protection (CEOP) Centre and contains
loads of information on how to stay safe online. Many topics are covered – including mobiles,
blogging and gaming sites.
Digizen
http://www.digizen.org/
An excellent website that promotes digital citizenship and has useful resources for teachers.

Signposts to safety: Teaching e-safety at Key Stages 1 and 2
An excellent document produced by BECTA that outlines all the dangers to children online and how
to tackle each one in turn.
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Appendix 5:

Sunnyside Spencer Academy
Pupil Internet, Email, iPad and Learning Platform use Agreement.
 I will ask permission before entering any web site or app, unless my teacher has
already given permission.
 On a network, I will use only my own login and password, which I will keep secret. I
will always logout when I have finished using the computer.
 I will not look at or delete other people's files.
 I will not bring memory sticks into school.
 I will only e-mail people I know, or my teacher has approved.
 The messages I send will be polite and sensible.
 I will only publish material on the learning platform, website or blog that is sensible,
relevant, polite and for which I have permission.
 When sending e-mail, I will not give my home address or phone number, or arrange to
meet someone.
 I will ask for permission before opening an e-mail or an e-mail attachment sent by
someone I do not know.
 If I see anything I am unhappy with or I receive messages I do not like, I will tell a
teacher immediately.
 I know that the school may check my computer files and may monitor the Internet
sites I visit.
 I understand that if I deliberately break these rules, I could be stopped from using
email, learning platform or internet
I agree to follow these rules for the internet, iPad and blog use.
Signed: ___________________________
Name:____________________________
Class: ____________________________
Year: ____________________________
Date: ____________________________
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Appendix 6:

Sunnyside Spencer Academy
Staff Internet, Email, iPad and Learning Platform use Agreement.
I agree to only use the computers, laptops, iPads, Internet, Email, blog and Learning Platform at
Sunnyside Spencer Academy for educational purposes and the benefit of the school.
I agree to use my own password and respect the privacy of others’ passwords.
I understand that it is essential that I logout at the end of the session using any computer or laptop in
or outside of school. I understand that failure to do so could allow unauthorised access to my data
and account.
I understand that the use of computer systems without permission, or for purposes not agreed by the
school, could contribute a criminal offence under the Computer Misuse Act 1990.
I agree to be responsible for any equipment, including laptops and iPads with which I am issued. I
understand that I am responsible for ensuring that it is safely stored and treated carefully. I
understand that I could be responsible for damage or loss resulting from negligence of improper use.
I will not download software other than that required for educational purposes directed related to
school e.g. home printer software, home internet access software are acceptable. PC games, internet
games, other antivirus software etc. are not. Always check with the ICT technician, ICT coordinator or
head teacher if unsure.
Where a laptop or iPad has been issued I agree that it will only be used by myself or school
colleagues for school related purposes not by spouses, other family members or friends. I will not
store personal photographs or data on the school laptop or iPad.
I am accountable for all material on a laptop or iPad with which I have been issued and understand
that the ICT technician can access all files and internet history at any time.
Faults will be reported to the ICT technician by emailing the Mercury help desk.
I understand that I can only use memory sticks provided by the school which are specifically used to
share school reports with the head teacher. I understand that I am responsible for keeping it safe
during the report writing process and must return it to the head teacher to store safely for the rest of
the year.
Signed: _________________________________________________

Print Name: _______________________________________________

Date: ____________________________________________________
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Appendix 7:
SUNNYSIDE SPENCER ACADEMY
STAFF TABLET LOAN AGREEMENT
You have been nominated as a person to whom a tablet should be
loaned for a determined period of time in order for you to better deliver
the curriculum and support learning and teaching.
Please read, then sign and date the agreement in the box below to
indicate your acceptance of the terms herein:
While the tablet is in your care the following items should be noted:
1. The tablet device remains the property of Sunnyside Spencer Academy and is only for
the use of the member of staff it is issued to. It must be returned to the school on
request.
2. Insurance cover provides protection from the standard risks but excludes accident,
damage and theft from an un-attended car. If the tablet is damaged or stolen from an
un-attended car, you will be responsible for its replacement.
3. You are free to use the device as you wish including the choice and download of Apps,
however the appropriateness must be considered; it should not compromise
professionalism nor cause risk to the device.
4. Should any faults occur, the school’s ICT staff must be advised as soon as possible so
that they may undertake any necessary repairs. Under no circumstances should staff
attempt to fix suspected hardware faults.
5. Any charges incurred by staff accessing the Internet out of school are not chargeable to
the school nor are the purchase of Apps.
6. This tablet must be kept secure, logged off when not in use, and remain password
protected at all times, whether in school, or when taken off the school premises.
7. The terms of Sunnyside Spencer Academy’s E-Safety Policy and Acceptable User
Agreement extend to use of this tablet and must be adhered to – this includes
appropriate use, password and data protection, technology misuse, recording and
storing of images/videos, communicating via social networks and health and safety.
Violation of these terms is likely to result in loss of access and disciplinary action in
accordance with Sunnyside Spencer Academy’s Disciplinary Procedures.

Tablet Make:
Device name:
Serial Number:
Authorised by:
(signature)..................................................
Date.....................................
Name of Member of Staff :
I agree to follow this agreement and to support the safe use of ICT throughout the school.
Signature …….………………….……………………………………………..
Date …………………………………….
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Appendix 8:
SUNNYSIDE SPENCER ACADEMY

Tablet Acceptable Use Guidelines
This document outlines the permitted use of iPAD loan tablets .
All guidelines must be followed; breaching these guidelines may result in disciplinary action
and forfeit of the device.
All tablets remain the property of Sunnyside Spencer Academy and are on loan to staff whilst the roll out project is
being run at Sunnyside Spencer Academy.
Tablets must be presented on request and must be returned at the end of the project, on the school’s request or
upon the member of staff leaving employment at the school.
All learners are reminded that if they wish to use their loan tablet to store sensitive information they should only do so
when this is essential and this remains the responsibility of the individual.
All tablets are configured to use the school Wi-Fi network where they are subject to the schools web filtering.
Learners are permitted to configure their home Wi-Fi network however filtering in this instance will be regulated by
the Wi-Fi supplier and member of staff.
Ipad iOS updates are blocked. This will be managed by ICT.
You are not permitted to circumvent any of the Ipad in-built security measures.
All users are encouraged and permitted to sync their device with their own Apple ID thus allowing them to have
access to the App store.
The use of illegally obtained software – this is all software that has not been validly purchased via the App Store is
not permitted.
You must not remove nor add to the Profiles installed under General settings. ICT will be informed automatically if
you reconfigure this.
From time to time, messages for app upgrades will pop up. You are permitted to use the appmanager password that
will be issued to you.
The loan tablet must not be subjected to a ‘Jailbreak’ method in order to install uncertified apps. Any attempted
‘Jailbreak’ could result in total loss of data and inability of school to provide support.
Use of the tablet for questionable activity including the deliberate viewing of inappropriate material via the internet is
not permitted.
Staff are not to undertake activities that contravene the Computer Misuse Act or Malicious Communications Act.
Staff must show due diligence in regard of the security of their loan tablet at all times. This includes times when they
are not using the device.
Should a user run out of memory space on their loan device school content will take precedence over personal
content.
When in a learning session users should only engage with those apps that support teaching and learning. Sanctions
will apply for any staff using their tablets inappropriately during learning sessions.
Should your tablets stop working in anyway, be damaged or stolen you must inform Shamara Wilson and not attempt
any repairs either yourself or through any other means.
Should your tablet be damaged or stolen you may have to fund the replacement device as all users must return a
fully functioning tablet at any time the school requests.
Charging is the responsibility of the user.
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Appendix 9

My Guide to Working at Home
My Routine
I will…







Get up and get ready for my day of learning
Look at the timetable or overview my teacher has uploaded to Showbie
Have a go at all of the work my teacher has set for me
Make sure I have lots of rests and breaks
Attend the Zoom sessions with my class
Do lots of activities away from my computer of device

My adults at home will…
 Make sure I have a comfortable and quiet place to work
 Help me stick to my healthy routine
 Access the weekly overviews and online resources on Showbie
 Check Showbie and Class Dojo regularly for updates
 Let my teacher know if I am struggling with my work or
am feeling wobbly
 Help me to keep to the Zoom rules
 Make sure my device are safe when I am learning
My work
 My work will be my best
 If I get stuck, I can ask my teacher through my Showbie
account, on my class Zoom or I can ask somebody at
home for help. I might move on to another activity if I am
super-stuck
 Use my resilience to solve problems with my work
 I will send photos of my work to Showbie
When I join Zoom
 I will make sure I am on mute unless it is my turn to
speak
 I will make sure that there is an adult nearby
 I will use my first name for my meeting ID
 I will have my video on
 I will try and answer questions
 I will only use chat when an adult has asked me to
 I will wear suitable clothing
 I will always be SMART online when using my device
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